
“Privacy is not something that I am entitled to, it’s an absolute prerequisite.”
                    — Marlon Brando

A
merican society currently exists with two conflicting demands: a demand for
increasing use of technology in our personal and private lives, and the access
that allows, and the demand for privacy. Technology continues to accelerate
the collision of these two demands. The law, at best, plays catch-up as it tries
to employ and to adapt traditional legal concepts concerning privacy as

technology not only increases access but simultaneously blurs or obliterates established
boundaries concerning privacy. 

This conflict is amplified in our society, where privacy is not only cherished but thought
of as a fundamental right, as evidenced by Marlon Brando’s quote above. The Pennsylvania
Constitution itself embodies a right of privacy in Article I, Section 8. This “entitlement”
exists alongside technologies that now allow ever-increasing access to information while
also allowing the greater “sharing” of what would previously have been private information,
particularly through social media. In addition, the increasing use of the Internet for
business, retail and academic purposes provides not only a door to the world but a window 
into the user’s life. 

Those conflicts have increasingly arisen in such areas as access to social-media information
in litigation, the use of surveillance technology in criminal cases and attempts to identify
anonymous posters on media and social-media websites when an individual believes that he
or she has been defamed by such postings. The courts have wrestled with preserving aspects
of individual privacy based on concepts derived decades ago. Access to and the sheer
volume of personal information available, often voluntarily placed on the Internet by the
individual demanding privacy, has made the task more daunting. Pennsylvania has not
been immune to these conflicts.

•     •     •     •     •
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“Privacy is dead, and social media hold the smoking gun.”
                    — Pete Cashmore, CEO of Mashable

Social Media
The advent of social-media sites and the amount of information that individuals are willing
to place on such sites has become an increasing topic of discovery disputes in civil personal
injury litigation. Over the past two years more than a dozen Pennsylvania trial courts have
been required to address the issue of when a party (usually the defendant) may compel the
release of social-media information from another party (usually the plaintiff ) in discovery.
Although a slight majority of courts have not allowed access to such information, many
have.
   
The key to accessing social-media information from an opposing party is to make a prereq-
uisite showing to the court that there is a legitimate basis by the party seeking the informa-
tion to believe that relevant information regarding the extent of claimed injuries or damages
exists on the site. This can arise from collateral information gained through traditional dis-
covery or by showing such information exists on the public portions of the person’s social-
media sites. When a party is able to meet this prerequisite, in most instances the courts have
agreed to grant access. However, the courts do not grant unfettered access in most cases but
limit it to certain time periods or information and usually restrict the party seeking the in-
formation to a limited time in which to access and acquire the information. It is common
practice now for lawyers to advise their clients to monitor or avoid posting certain informa-
tion to their social-media sites when involved in litigation. 

There do not appear to have been any cases yet arising in business conflicts involving social
media. However, with the rise of sites such as LinkedIn and with officers, managers and
employees using social media to tout business successes or information, such issues will
likely arise. 

•     •     •     •     •

The amount of information
individuals place on social-media
sites has become an increasing
topic of discovery disputes.
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“Relying on the government to protect your privacy is like asking a peeping Tom
to install your window blinds.”

                    — John Perry Barlow

Criminal Cases
The issue of privacy as it relates to searches and seizures in criminal law is becoming in-
creasingly difficult for the courts to address using traditional concepts. The recent U.S.
Supreme Court decision in United States v. Jones, 132 S.Ct. 945 (2012), illustrates this
dilemma. Suspecting Jones of criminal activity, the police attached to his vehicle, without 
a warrant, a GPS device that allowed them to track the movements of the vehicle over the
course of 28 days. Based on the information gathered by the device, Jones was arrested,
convicted of various crimes and given a life sentence.

Jones moved to quash the evidence gathered by the GPS and related evidence, asserting 
that it was an unreasonable search and seizure. The district court denied the motion, but 
on appeal the circuit court reversed, holding that the evidence was unlawfully obtained.
The Supreme Court affirmed. The difficulty in assessing the search issues under traditional
concepts became clear in the various opinions filed by the justices. Some justices relied on 
a property analysis, whereas others relied on a privacy analysis. 

The majority of the justices held that the attachment of the device was a property intrusion,
but Justice Samuel Alito Jr., concurring, held that the monitoring for such a long period of
time was a violation of Jones’ reasonable expectation of privacy. All of the justices agreed
that it was a search; however, none of them expressly indicated what law enforcement
would need to do to obtain a search warrant in order to do such monitoring. As the length
of time of the monitoring was also an issue for several of the justices, this opens the ques-
tion of whether a shorter period would have been found to have been violative of the
Fourth Amendment. Finally, the decision lacks any clear guidance of what level of suspicion
is required. 

Another area where the difficulty in applying traditional search-and-seizure concepts to 
current technology arises involves the search of cellphones. Two cases argued in late April
2014 before the U.S. Supreme Court illustrate these difficulties. In United States v. Wurie,
No. 13-212, when the defendant was arrested, the police found a flip phone in his posses-
sion. The phone kept ringing, showing a designation of “my house.” The police discovered
the address of “my house” from the phone, went there and found drugs and guns. Based on
that evidence, Wurie was convicted before the district court. The 1st U.S. Circuit Court of
Appeals reversed. 

In the second case, Riley v. California, No. 13-132, Riley was arrested with a smartphone 
in his possession. The police searched through the phone and found information linking
him to gang activity and photographs linking him to a shooting. Based on that evidence,
Riley was convicted and sentenced to prison. The California Supreme Court upheld the
conviction.

Similar cases involving both federal and state courts across the country have varied on 
allowing such evidence to be used to convict a criminal defendant. A small majority have 
allowed it. 

As yet unchartered territory involves the use of drones or preinstalled GPS devices on 
automobiles to track individuals. Use of these will certainly blur traditional concepts 
and confound courts asked to address their use.

•     •     •     •     •

Search and seizure in criminal
law is increasingly difficult for
the courts to address using 
traditional concepts.
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“What is freedom of expression? Without the freedom to offend, 
it ceases to exist.”

                    — Salman Rushdie

Anonymous Free Speech and Defamation
As with social-media sites, more and more avenues exist for people to post comments about
news events. To do so one need only register an email address, in most instances along with
a username, thus acquiring anonymity in the process. This permits the expression of one’s
opinions not only about ideas but also about individuals, including public officials, political
candidates and private citizens. This has caused an issue to arise as to how one who believes
that he or she has been actionably defamed may compel the release of the identity of the
anonymous person. The conflict arises in making that determination while still preserving
the constitutional right of anonymous free speech.

Anonymous free speech has been recognized within the First Amendment since the 1960s.
In Talley v. California the U.S. Supreme Court invalidated a city ordinance prohibiting
anonymous leafleting. In recent years the courts have recognized that the right of anony-
mous free speech is equally available to those using Internet postings. Enterline v. Pocono
Medical Center, 751 F.Supp. 2d 782 (M.D. Pa. 2008). However, that right is not without
limitation. When faced with a defamation plaintiff attempting to unmask the identity of 
an anonymous poster, the courts have had to wrestle with fashioning a test that would 
recognize the right to anonymous free speech while simultaneously recognizing that it is 
not unfettered and cannot be used to inflict defamatory harm. 

The Pennsylvania courts, using guidance from courts in New Jersey
and Delaware, have fashioned such a test in the Superior Court 
decision Pilchesky v. Gatelli, 12 A.3d 430 (Pa. Super. 2011). 
That test requires the person seeking the identity of the anonymous
poster to (1) ensure that the anonymous poster receives proper no-
tification of the attempt to disclose his identity and a reasonable
opportunity to oppose it; (2) present sufficient evidence to establish
a prima facie case of all the elements of a defamation claim such as
would survive a motion for summary judgment; and (3) submit an
affidavit asserting that the information is sought in good faith, is
unavailable by other means, is directly related to the claim and 
is fundamentally necessary to secure relief. The court must then
conduct a balancing test, expressly balancing the poster’s First
Amendment right to free speech against the strength of plaintiff ’s
prima facie case. The court noted that the balancing test requires a
“robust protection” of anonymous free speech, particularly on mat-
ters of public importance or involving criticism of public officials.
In addition, the court recognized the potential chilling effect if ac-
cess to the identity of such posters was too easily obtained. 

The Pilchesky test has not seen wide application as yet. As the use 
of the Internet grows as a means of commenting and criticizing 
on issues of public importance and involving elected officials and
candidates, the increased use of the Pilchesky test is assured.

•     •     •     •     •
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“All human beings have three lives: public, private and secret.”
                    — Gabriel Garcia Marquez

Conclusion
Conflicts involving ease of access to what
was previously private information and an
individual’s desire to continue to assert a
right of privacy in certain information will
continue at an increasing rate. While tradi-
tional concepts in these areas will provide a
foundation for analyzing those conflicts,
they will have to remain flexible and adapt-
able to technology’s impact. As a society we
will have to decide which is more impor-
tant: the right to our private or secret lives
or our desire for better technology. ⚖

“I do suspect that privacy was 
a passing fad.”

                    — Larry Niven

•     •     •     •     •
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If you would like to comment on this article for publication in
our next issue, please send an email to editor@pabar.org.
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